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Nmap
The standard open-source tool for discovering hosts, ports, and services on

authorized networks.

Executive Summary
Nmap (Network Mapper) is a free, open-source tool for discovering what devices are on a

network and what services they expose. Network administrators and security teams use it to

inventory assets, verify firewall rules, and check for unexpected exposure. It should only be run

against systems and networks you own or are explicitly authorized to test.

What It Is
Nmap is a command-line network scanner created by Gordon Lyon and maintained as an open-

source project. It sends carefully formed packets to one or more targets and interprets the

responses to build a picture of the network: which hosts are alive, which ports are open, closed,

or filtered, and often which service and version is listening on each open port. It ships with a

scripting engine (the Nmap Scripting Engine, or NSE) that extends it with reusable checks, and it

includes a graphical companion called Zenmap. Because it is fast, accurate, and widely

documented, Nmap is a default part of the toolkit for network engineers, system administrators,

defenders, and authorized penetration testers.

Why It Matters
You cannot protect what you do not know exists. Nmap gives professionals an accurate, current

view of their own attack surface, which is the starting point for hardening it. An administrator

can confirm that only intended ports are reachable, a defender can spot a rogue device or a

service that should have been decommissioned, and an auditor can validate that segmentation

and firewall rules actually work as designed. The same visibility is why attackers reconnaissance
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networks, so understanding how Nmap behaves helps defenders recognize and detect scanning

activity against their own environments.

How It Works
Nmap works in stages. First it performs host discovery to learn which targets are online, typically

using a mix of ICMP echo requests, TCP probes to common ports, and ARP on a local segment.

Next it performs port scanning against live hosts. The most common technique is the TCP SYN

scan, which starts a connection and reads the response to classify each port as open, closed, or

filtered without always completing the handshake. Nmap can also scan UDP ports, which is

slower and less certain because UDP is connectionless. After ports are found, optional service

and version detection sends further probes to identify the application and version behind each

open port, and operating-system detection compares network responses against a fingerprint

database to guess the OS. Finally, NSE scripts can run additional targeted checks, from banner

collection to safe vulnerability verification. Results can be saved in several formats for reporting

and later comparison.

Architecture Diagram

Define authorized target scope → Host discovery (which hosts are up) →

Port scan (open, closed, filtered) → Service and version detection →

Optional NSE scripts and OS detection → Save output and report findings

A typical scan flows from finding live hosts, to finding open ports, to identifying the services and versions

behind them.

Visual Workflow

Confirm written authorization and the exact in-scope targets before scanning anything. →

Run host discovery to identify which systems in scope are online. →



Scan the relevant TCP (and where needed UDP) ports on live hosts. →

Add service and version detection to understand what is actually listening, for example nmap

-sV <target>.

→ Run only safe, appropriate NSE scripts to gather more detail or verify a specific issue. →

Save output, compare against the expected baseline, and report unexpected exposure for

remediation.

Common Attacks

Common Mistakes

Attackers scan networks during reconnaissance to map live hosts and open ports before an

intrusion; defenders watch for this pattern

Aggressive or fast scanning can be used to probe an environment quickly, which network

monitoring and intrusion detection systems can flag

Scans crafted to look like normal traffic try to evade detection, so defenders tune sensors to

catch low-and-slow probing

Service and version detection is misused to find outdated software to target, which is why

reducing exposed services matters

Unauthorized scanning is itself often a policy or legal violation, so defenders log and alert on

scanning from unexpected sources

Scanning systems or networks without explicit written authorization

Running heavy or aggressive scans against fragile production or operational-technology

devices that can crash

Assuming a filtered result means a port is safe when it may simply be blocked by a device in

the path

Ignoring UDP services entirely because UDP scanning is slow and noisier

Trusting a single scan snapshot instead of comparing results over time to spot changes



Best Practices

Quick Checklist

Recommended Tools

Zenmap

Official graphical front end for building

and reviewing Nmap scans

Nmap Scripting Engine (NSE)

Extensible scripts for discovery, banner

grabbing, and safe checks

Masscan

Very fast port scanner often used for large

ranges before deeper Nmap analysis

Wireshark

Packet analyzer used to see exactly what

a scan sends and receives

Industry Standards

NIST SP 800-115

Technical guide to information security

CIS Critical Security Controls

Inventory and control of enterprise assets,

Only scan assets you own or have explicit, written authorization to test

Start with lighter discovery and increase intensity only as needed and as permitted

Coordinate timing with operations so scans do not disrupt sensitive systems

Use service and version detection to inform patching and decommissioning decisions

Save output in a structured format and keep baselines to detect drift over time

Feed unexpected findings into an asset inventory and remediation workflow

Written authorization and defined scope confirmed before any scan

Target list matches the approved scope exactly

Scan intensity appropriate for the fragility of the targets

Both TCP and, where relevant, UDP considered

Results saved and compared against a known baseline

Unexpected open ports or services routed to remediation



testing that covers network discovery and

scanning

which scanning supports

PTES (Penetration Testing Execution

Standard)

Community methodology that places

scanning within an authorized testing

process

Career Relevance
Nmap is a daily tool for network security engineers, SOC analysts validating asset exposure, and

authorized penetration testers during the discovery phase of an engagement. System and

network administrators use it to verify firewall and segmentation rules, and GRC or audit

professionals rely on its output as evidence that controls work as intended. Comfort with Nmap

is a common expectation in interviews for hands-on security and networking roles served by AI-

Governance-Jobs.com.

Interview Questions

Related Certifications
CompTIA Security+ CompTIA PenTest+ Offensive Security Certified Professional (OSCP)

Further Reading

What is the difference between an open, a closed, and a filtered port in Nmap output?

Why is a TCP SYN scan often preferred, and how does it differ from a full connect scan?

Why is UDP scanning slower and less reliable than TCP scanning?

How would you scan a fragile production or operational-technology device safely?

How can defenders detect that their network is being scanned?

Nmap Official Reference Guide

NIST SP 800-115: Technical Guide to Information Security Testing

https://nmap.org/book/
https://csrc.nist.gov/pubs/sp/800/115/final


Key Takeaways

FAQ

Is it legal to use Nmap?

Can Nmap crash the systems it scans?

What is the difference between Nmap and a vulnerability scanner?

Related Careers

RELATED ROLES

Penetration Tester Soc Analyst

Network Security Engineer

Security Engineer

RELATED CERTIFICATIONS

CompTIA Security+

CompTIA PenTest+

Offensive Security Certified Professional

(OSCP)

CURRENT OPENINGS

Live roles are on the job board.

GUIDES & SALARY

SANS Reading Room

Nmap discovers hosts, open ports, and the services and versions behind them.

It works in stages: host discovery, then port scanning, then service and OS detection.

It is essential for building an accurate view of your own attack surface.

Only ever scan systems you own or are explicitly authorized to test.

The same visibility helps defenders recognize and detect scanning against their

networks.
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Browse all jobs
Career guides Role roadmaps

Salary data Career tools

SUGGESTED LEARNING PATH

RELATED SHEETS

CS-052 Wireshark CS-054 tcpdump CS-042 Ports & Protocols

CS-082 Vulnerability Scanning CS-001 Cybersecurity

Ground the basics with CS-001 Cybersecurity1

Study this sheet: Nmap2

Go deeper: Wireshark3

Go deeper: tcpdump4

Validate it: work toward CompTIA Security+5

Find the role: browse current openings6
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