
Home › Resources › Risk Ratings

CS-085  ·  Vulnerability  &  Operations

Risk Ratings
Turning likelihood and impact into a ranking that tells you what to fix first.

Executive Summary
A risk rating is a judgment that combines how likely a threat is to occur with how much damage

it would cause, producing a ranking such as low, medium, high, or critical. Risk ratings translate

raw findings into decisions about what to fix, accept, transfer, or avoid. They are the bridge

between technical severity, like a CVSS score, and business action.

What It Is
Risk is commonly expressed as a function of likelihood and impact: how probable is it that a

threat will exploit a weakness, and how bad would the consequences be if it did. A risk rating

captures that combination in a form leaders can act on, often plotted on a matrix or expressed

as a score. Ratings can be qualitative, using labels such as low through critical, or quantitative,

using monetary or probability estimates. Importantly, a risk rating is broader than a vulnerability

severity score. A CVSS score describes the intrinsic severity of one flaw, while a risk rating

factors in your specific exposure, the value of the asset, existing controls, and the realistic

threat, so the same vulnerability can carry very different risk in two different organizations.

Why It Matters
No organization can fix everything at once, so risk ratings decide where limited time and money

go. They give leaders a defensible, consistent basis for prioritizing remediation, approving

exceptions, and reporting to boards and regulators. Frameworks such as the NIST Risk

Management Framework and ISO 31000 are built around rating and treating risk. Good ratings

focus effort on the issues that could truly hurt the business; poor ones, such as those driven by

severity scores alone or by inconsistent gut feel, waste resources on low-impact items while real
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exposure lingers. For professionals, the ability to produce and defend a clear risk rating is

central to GRC, security, and audit work.

How It Works
Rating risk starts by identifying the asset and what could go wrong, then estimating likelihood

and impact. Likelihood weighs factors such as how exposed the asset is, whether a working

exploit exists, and how attractive the target is. Impact weighs the value of the asset and the

consequences to operations, finances, legal standing, and reputation. Many teams plot these on

a risk matrix or feed them into a scoring model to land on a rating. Existing controls reduce the

rating to a residual risk, the level that remains after mitigations. Leaders then choose a

treatment: mitigate by adding controls, transfer through insurance or contracts, avoid by

removing the activity, or formally accept the risk. Because conditions change, ratings are

revisited as exposure, threats, and controls evolve.

Architecture Diagram

Low likelihood, low impact = low High likelihood, low impact = medium

Low likelihood, high impact = high High likelihood, high impact = critical

Risk rating is the intersection of likelihood and impact, producing bands from low to critical.

Visual Workflow

Identify the asset and the threat or vulnerability in scope. →

Estimate likelihood using exposure, exploitability, and threat interest. →

Estimate impact across operations, finance, legal, and reputation. →

Combine likelihood and impact into an inherent risk rating. →



Account for existing controls to reach a residual risk rating. →

Choose a treatment (mitigate, transfer, avoid, or accept) and review over time.

Common Attacks

Common Mistakes

Best Practices

Quick Checklist

Attackers exploiting a low-rated issue that was underestimated in context

Chaining several individually low risks into one high-impact compromise

Targeting high-value assets whose impact was not fully accounted for

Taking advantage of a risk that was accepted but never revisited

Exploiting exposure that changed after a rating was set and not updated

Equating a CVSS severity score with business risk

Rating risk inconsistently so results cannot be compared or trusted

Ignoring impact and rating everything by likelihood, or the reverse

Accepting risks informally with no owner, documentation, or review date

Setting ratings once and never revisiting them as conditions change

Define likelihood and impact levels clearly so ratings are consistent

Combine technical severity with exposure, asset value, and threat context

Distinguish inherent risk from residual risk after controls

Assign every accepted risk an owner, a rationale, and a review date

Align the method to a recognized framework such as the NIST RMF or ISO 31000

Revisit ratings on a schedule and when the environment changes

Documented likelihood and impact scales in use



Recommended Tools

Risk register

Records identified risks, ratings, owners,

and treatment decisions

Risk matrix or scoring model

Combines likelihood and impact into a

consistent rating

GRC platform

Manages risk ratings, controls, and

reporting at scale

Vulnerability management platform

Feeds technical severity into risk

decisions and tracks remediation

Industry Standards

NIST SP 800-30

Guide to conducting information security

risk assessments

NIST Risk Management Framework

(RMF)

Structured process for assessing and

treating information system risk

ISO 31000

International standard for enterprise risk

management principles and process

Career Relevance
Risk ratings are the daily language of GRC analysts, risk managers, and auditors, and they shape

how vulnerability analysts and security engineers prioritize their work. The skill of turning

technical findings into business risk, and defending that judgment to leadership, is exactly what

Ratings combine technical severity with business context

Residual risk recorded separately from inherent risk

Accepted risks have an owner, rationale, and review date

Method mapped to a recognized risk framework

Risk register reviewed on a defined cadence



employers look for across security and governance roles, including the privacy and AI

governance audience AI-Governance-Jobs.com serves.

Interview Questions

Related Certifications
ISACA CRISC CompTIA Security+ ISC2 CISSP (risk domains)

Further Reading

Key Takeaways

FAQ

How is a risk rating different from a CVSS score?

How do you define risk, and how does it differ from a vulnerability severity score?

Walk me through how you would rate the risk of a specific finding.

What is the difference between inherent risk and residual risk?

How would you handle a business owner who wants to accept a high risk?

How do you keep risk ratings consistent across different assessors?

NIST SP 800-30: Guide for Conducting Risk Assessments

NIST Risk Management Framework

CISA: Cyber Risk Resources

Risk rating combines likelihood and impact into an actionable ranking.

Severity, like a CVSS score, is only one input to true business risk.

Residual risk is what remains after existing controls are counted.

Every accepted risk needs an owner, a rationale, and a review date.

Ratings must be consistent and revisited as conditions change.

https://csrc.nist.gov/pubs/sp/800/30/r1/final
https://csrc.nist.gov/projects/risk-management
https://www.cisa.gov/topics/cyber-threats-and-advisories


What are the common ways to treat a risk?

Should risk ratings be qualitative or quantitative?

Related Careers

RELATED ROLES

Vulnerability Analyst

Security Engineer Soc Analyst

RELATED CERTIFICATIONS

ISACA CRISC CompTIA Security+

ISC2 CISSP (risk domains)

CURRENT OPENINGS

Live roles are on the job board.

Browse all jobs

GUIDES & SALARY

Career guides Role roadmaps

Salary data Career tools

SUGGESTED LEARNING PATH

RELATED SHEETS

CS-084 CVSS CS-083 CVE CS-081 Patch Management CS-082 Vulnerability Scanning

CS-001 Cybersecurity

Ground the basics with CS-001 Cybersecurity1

Study this sheet: Risk Ratings2

Go deeper: CVSS3

Go deeper: CVE4

Validate it: work toward ISACA CRISC5

Find the role: browse current openings6
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