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Indicators of Attack (IOAs)
Behavior-focused signals that reveal an attack in progress, regardless of the specific

tools used.

Executive Summary
An indicator of attack, or IOA, is a behavioral signal that reveals malicious intent and an attack in

progress, rather than a static artifact left behind. Instead of asking what specific file or address

was involved, IOAs ask what the actor is doing, for example escalating privileges, disabling

security tools, or moving laterally. Because behavior is harder to change than a file hash or an IP

address, IOAs aim to catch attacks earlier and even when the attacker uses new or unknown

tools.

What It Is
An indicator of attack describes the sequence of actions and intent that characterize an

intrusion, independent of the exact tooling. Where an indicator of compromise is a specific

artifact such as a hash or domain, an IOA is a pattern of behavior: a document that spawns a

scripting engine, a process reading credentials from memory, a sudden burst of internal network

scanning, or an account being granted administrator rights outside normal change windows.

IOAs are closely tied to the tactics, techniques, and procedures that attackers reuse across

campaigns, and frameworks such as MITRE ATT&CK provide a common vocabulary for

describing those behaviors. The goal is to detect the how and the why of an attack, which

persists even when the specific what changes.

Why It Matters
Attackers routinely change their infrastructure and recompile their malware, which defeats

detection that relies only on static artifacts. Behavior, however, is far more stable: to achieve

their goals attackers still need to gain access, escalate, persist, and act, and those steps
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produce observable patterns. Detecting on behavior lets defenders catch novel and fileless

attacks that leave few traditional artifacts, and it can raise an alarm earlier in the intrusion,

before data is stolen or systems are encrypted. For professionals, the ability to think in terms of

attacker behavior rather than lists of known bad values is what separates reactive alert-chasing

from proactive defense, and it is a core competency in modern detection engineering and threat

hunting.

How It Works
IOA-based detection watches for meaningful sequences of activity rather than single values. A

detection engineer studies how attackers operate, often mapping techniques to a framework like

MITRE ATT&CK, and then writes logic that fires when that behavior appears: a chain of events

such as a phishing attachment launching a command shell that then contacts an external host.

Modern endpoint and analytics platforms stream detailed telemetry so these patterns can be

evaluated continuously, and some use statistical or machine learning models to flag deviations

from normal behavior. Because a single suspicious action may be legitimate in context, IOAs

usually rely on combinations and sequences to reduce false positives. The tradeoff is that

behavior-based rules take more expertise to write and tune, and they require rich telemetry to

work well.

Architecture Diagram

Stream detailed behavioral telemetry → Evaluate sequences, not single values →

Map behavior to known techniques → Flag intent and attack in progress →

Alert early and respond before impact

Behavioral telemetry is evaluated as a sequence, mapped to known techniques, and flagged as an attack in

progress before the objective is reached.

Visual Workflow



Study how real attackers operate and map their techniques to a framework such as MITRE

ATT&CK.

→ Collect rich behavioral telemetry from endpoints, identity systems, and the network. →

Write detection logic that fires on meaningful sequences of behavior rather than single

values.

→ Tune the logic against normal activity to control false positives. →

Alert on matches early in the intrusion and route them for rapid triage. →

Refine rules continuously as attacker behavior and the environment change.

Common Attacks

Common Mistakes

Best Practices

Fileless attacks that run entirely in memory and leave few static artifacts

Living-off-the-land techniques abusing legitimate system tools

Privilege escalation and creation of new administrator accounts

Lateral movement and internal reconnaissance across the network

Disabling or tampering with security tools to blind defenders

Writing rules on single actions that are often legitimate, producing noisy false positives

Trying to detect behavior without collecting the telemetry that behavior generates

Treating IOAs as a full replacement for IOCs rather than a complement

Never tuning rules to the environment, so alerts are ignored over time

Failing to map detections to a framework, leaving gaps in coverage invisible



Quick Checklist

Recommended Tools

Endpoint Detection and Response

(EDR)

Streams behavioral telemetry and

evaluates attack sequences on hosts

SIEM with behavioral analytics

Correlates events across sources to

detect patterns of attack

User and entity behavior analytics

(UEBA)

Flags deviations from normal user and

system behavior

Adversary emulation tooling

Safely reproduces attacker techniques to

validate detections

Industry Standards

MITRE ATT&CK

Common vocabulary of adversary tactics

NIST SP 800-61

Incident handling guidance where

Detect on sequences and combinations of behavior to raise confidence and cut noise

Map detection coverage to MITRE ATT&CK so gaps are visible and prioritized

Collect deep endpoint, identity, and network telemetry to support behavioral logic

Use IOAs and IOCs together so both known artifacts and novel behavior are caught

Tune rules against a baseline of normal activity and revisit them regularly

Test detections against simulated attacker behavior to confirm they actually fire

Detection coverage is mapped to a technique framework such as MITRE ATT&CK

Behavioral telemetry from endpoints, identity, and network is available to analytics

High-value techniques such as credential theft and lateral movement have detections

Rules are tuned against a normal-activity baseline to limit false positives

Detections are validated with adversary emulation on a schedule

IOA and IOC detection run together, not one instead of the other



and techniques that IOAs detect behavioral detection supports early

analysis

MITRE ATT&CK Evaluations

Public methodology for testing detection

against real techniques

Career Relevance
Indicators of attack are central to detection engineers who build behavior-based rules, threat

hunters searching for activity that has evaded signatures, SOC analysts triaging behavioral

alerts, and security engineers who design telemetry pipelines. Thinking in attacker behavior

rather than static lists is a defining skill of modern defensive roles, and it informs how GRC and

AI governance professionals assess whether a detection program can catch novel threats.

Interview Questions

Related Certifications
GIAC Certified Detection Analyst (GCDA) GIAC Cyber Threat Intelligence (GCTI) CompTIA

CySA+

Further Reading

What is an indicator of attack, and how does it differ from an indicator of compromise?

Why is behavior harder for an attacker to change than a file hash or IP address?

How would you use MITRE ATT&CK to find and prioritize gaps in detection coverage?

Give an example of a behavioral sequence you would alert on and why single events are not

enough.

How do you validate that a behavior-based detection actually fires against a real technique?

MITRE ATT&CK

MITRE ATT&CK Evaluations

CISA: Cybersecurity Best Practices

https://attack.mitre.org/
https://attackevals.mitre-engenuity.org/
https://www.cisa.gov/topics/cybersecurity-best-practices


Key Takeaways

FAQ

Do IOAs replace IOCs?

Why are IOAs better at catching new threats?

What makes IOA-based detection harder to build?

Related Careers

RELATED ROLES

Threat Intelligence Analyst

Soc Analyst Threat Hunter

Security Engineer

RELATED CERTIFICATIONS

GIAC Certified Detection Analyst (GCDA)

GIAC Cyber Threat Intelligence (GCTI)

CompTIA CySA+

CURRENT OPENINGS

Live roles are on the job board.

Browse all jobs

GUIDES & SALARY

Career guides Role roadmaps

Salary data Career tools

An IOA is a behavioral signal of an attack in progress, not a static artifact.

Because behavior is stable, IOAs catch novel, fileless, and living-off-the-land attacks.

They rely on sequences of activity and rich telemetry, mapped to frameworks like

MITRE ATT&CK.

IOAs complement IOCs rather than replacing them.

Behavior-focused thinking is core to detection engineering and threat hunting careers.
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SUGGESTED LEARNING PATH

RELATED SHEETS

CS-089 Indicators of Compromise (IOCs) CS-091 Threat Feeds CS-092 OSINT

CS-088 Threat Hunting CS-008 MITRE ATT&CK

Ground the basics with CS-001 Cybersecurity1

Study this sheet: Indicators of Attack (IOAs)2

Go deeper: Indicators of Compromise (IOCs)3

Go deeper: Threat Feeds4

Validate it: work toward GIAC Certified Detection Analyst (GCDA)5

Find the role: browse current openings6
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