
R O L E  R E F E R E N C E  S H E E T

Chief Information Security
Officer
CISO · Information & AI Security Leadership

Owns enterprise security strategy, increasingly including how AI and ML
systems are secured and defended.

WHAT THE ROLE OWNS FRAMEWORKS

TYPICAL CERTS

12–15+ yrs
Experience

C-Suite
Level

CEO / CIO
Reports to

Scan for the free JD template
ai-governance-jobs.com/templates

AGJ, the AI governance job board
Every role hand reviewed since 1999

GRC Careers

Security strategy & program

AI / ML security

Threat & vulnerability mgmt

Incident response

Identity & access

Third-party security

Security architecture

Board & executive reporting

ISO 27001

NIST CSF

NIST AI RMF

SOC 2

CISSP · CISM

CCISO · CRISC


